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Reference-frame-independent
measurement-device-independent
quantum key distribution with
mismatched-basis statistics:
Supplementary material

This document provides supplementary information to "Reference-frame-independent
measurement-device-independent quantum key distribution with mismatched-basis statistics".
For completeness, we first review the step of the Reference-frame-independent measurement-
device-independent quantum key distribution protocol with discarded mismatched-basisstatistics
and uncharacterized qubit source. Subsequently, we provide the derivation procedure of crucial
equations.

1. THE URFI-MDI-QKD PROTOCOL STEPS

The RFI-MDI-QKD protocol with discarded mismatched-basis statistics and uncharacterized
qubit source (URFI-MDI-QKD) is set up as follows. The use of time-bin coding (Z basis) and
phase coding (X basis and Y basis) was assumed. The X basis and Y basis can be characterized
according to the Z basis, meaning the encoding state is in the two-dimensional Hilbert space. For
convenience, we assume that |0〉= |Z0〉, |1〉= |Z1〉, |2〉= |X0〉, |3〉= |X1〉, |4〉= |Y0〉 and |5〉= |Y1〉.
The communication parties Alice and Bob can send the pure quantum state ρA,a and ρB,b to the
measurement terminal of an untrusted third party (Considering the worst case, it is assumed
to be Eve.) via the quantum channels, where a(b) ∈ [0, 1, 2, 3, 4, 5]. The quantum states sent by
the Alice and Bob can be changed due to the imperfection of the experimental equipment or
though Eve’s eavesdropping activity. Therefore, Alice and Bob may not be able to characterize the
quantum states they sent in detail. The defect of the experimental equipment and Eve’s activity
are defined as ρEve. Therefore, Eve performs Bell state measurements (BSM) on the received
quantum states ρA,a ⊗ ρB,b ⊗ ρEve and announces the measurement results to Alice and Bob. It is
worth noting that Eve can only distinguish the results of one of the BSM and declare it successful,
while the other cases will be considered as failed measurements. The entanglement distillation
protocol (EDP) [1, 2] method is widely used for the security proofs of QKD. Here, we use the EDP
to describe the protocol process in detail.

1. State preparation. Alice and Bob prepare the N pairs of entangled states,∣∣φ+〉
AA′ =

√
1
6
(|0〉A |ϕ0〉A′ + |1〉A |ϕ1〉A′ + |2〉A |ϕ2〉A′

+ |3〉A |ϕ3〉A′ + |4〉A |ϕ4〉A′ + |5〉A |ϕ5〉A′ ),∣∣φ+〉
BB′ =

√
1
6
(|0〉B |ϕ0〉B′ + |1〉B |ϕ1〉B′ + |2〉B |ϕ2〉B′

+ |3〉B |ϕ3〉B′ + |4〉B |ϕ4〉B′ + |5〉B |ϕ5〉B′ ),

(S1)

respectively. Here, |a〉A and |b〉B (a(b) ∈ [0, 1, 2, 3, 4, 5]) denote both Alice’s and Bob’s selected
basis and raw key bit, respectively, while |ϕa〉A′ and |ϕb〉B′ are Alice’s and Bob’s uncharacterized
encoding qubits to be sent to Eve. Alice and Bob know that |ϕa〉A′ and |ϕb〉B′ are two-dimensional
states but do not know the details, since they do not trust the accuracies of their encoding systems.
Eq. (S1) shows that the probability of sending each quantum state is the same.

2. Measurement. Alice and Bob send |ϕa〉A′ and |ϕb〉B′ to Eve who performs BSM and declares
the measurement results. Here, it should be noted that Eve may be dishonest and may declare the
contradictory results. There are two possible outcomes: BSM failure or a successful measurement
result in the Bell states:

∣∣φ+
〉

A′B′ =
1√
2
(|0〉A′ |0〉B′ + |1〉A′ |1〉B′ ). Regardless of the honesty of Eve,

she must declare the results after each measurement.
3. Bit and basis sifting. After receiving Eve’s measurement results through the classic channels,

Alice and Bob perform bit sifting, which involves discarding the failed measurement results



and retaining the successful measurement results. They can then project systems A and B in Eq.
(S1) onto |0〉 |0〉+ |1〉 |1〉, |2〉 |2〉+ |3〉 |3〉 or |4〉 |4〉+ |5〉 |5〉, which correspond with the Z basis,
X basis, and Y basis, respectively. Next, Alice and Bob can perform basis sifting. When their
systems collapse into the same or a different basis, they can obtain the counting rate p (a, b).

4. Entangled distillation. Alice and Bob can perform the entanglement distillation operation and

obtain the maximum entangled Bell state
∣∣∣φ+θ

〉
AB

= 1√
2

(
|0〉A|0〉B + eiθ |1〉A|1〉B

)
, where secret

key bits can be extracted.

2. THE DERIVATION PROCEDURE OF CRUCIAL EQUATIONS

According to the protocol mentioned above and the previous research [3, 4], the encoding state is
in the two-dimensional Hilbert space. Thus we can know that

|ϕ0〉A′ = k02|ϕ2〉A′ + k03eiβ0 |ϕ3〉A′

|ϕ1〉A′ = k12|ϕ2〉A′ + k13eiβ1 |ϕ3〉A′

|ϕ0〉B′ = k
′
02|ϕ2〉B′ + k

′
03eiβ′0 |ϕ3〉B′

|ϕ1〉B′ = k
′
12|ϕ2〉B′ + k

′
13eiβ′1 |ϕ3〉B′

(S2)

where k and k
′

are non-negative real number and β denotes real number.
The most general collective attack by Eve can be represented by a unitary transformation as

follows:

UEve|ϕa〉A′ |ϕb〉B′ |e〉Ea|0〉M =
√

p (0|a, b)|Γab0〉E|0〉M +
√

p (1|a, b)|Γab1〉E|1〉M (S3)

where p (0|a, b) and p (1|a, b) are the counting rate when the measurement fails and succeeds
respectively, |e〉Ea is Eve’s arbitrary ancilla, |0〉M is the message which will be sent to Alice
and Bob, |Γab0〉E and |Γab1〉E are all normalized Eve’s arbitrary quantum states for Eve’s ancilla
and photons A

′
, B

′
. |Γ〉E can be expanded by a set of normalized orthogonal basis |n〉E (i.e.

|Γ〉E=∑n γn|n〉E, where the complex number γn=E〈n | Γ〉E and ∑n |γn|2 = 1). And we assume
p (a, b) = p (1|a, b). Thus, in the case that both Alice and Bob send X basis, the density matrix of
the system is:

ρ=

∑n P


√

p(2, 2)γ221n|2〉A|2〉B +
√

p(3, 3)γ331n|3〉A|3〉B
+
√

p(2, 3)γ231n|2〉A|3〉B +
√

p(3, 2)γ221n|3〉A|2〉B


p(2, 2) + p(3, 3) + p(2, 3) + p(3, 2)

, (S4)

where P {x} = |x〉 〈x|. Considering the target Bell state (X base) of the entanglement distillation

operation is:
∣∣φ+α

〉
AB = 1√

2

(
|2〉A|2〉B + ei(αA+αB)|3〉A|3〉B

)
. The bit error rate Ebit

XX and phase

error rate Ephase
XX can be expressed as follows:

Ebit
XX = A 〈2| B 〈3| ρ|3〉B|2〉A + A 〈3| B 〈2| ρ|2〉B|3〉A

=
p(2, 3) + p(3, 2)

p(2, 2) + p(3, 3) + p(2, 3) + p(3, 2)
,

(S5)

Ephase
XX = AB

〈
φ−α

∣∣ ρ
∣∣φ−α

〉
AB + AB

〈
ψ−α

∣∣ ρ
∣∣ψ−α

〉
AB

=

 Σn

∣∣∣√p (2, 2)γ221n − e−i(αA+αB)
√

p (3, 3)γ331n

∣∣∣2
+Σn

∣∣∣√p (2, 3)γ231n − e−i(αA−αB)
√

p (3, 2)γ321n

∣∣∣2


2 (p (2, 2) + p (3, 3) + p (2, 3) + p (3, 2))

≤
Σn

∣∣∣√p (2, 2)γ221n − e−i(αA+αB)
√

p (3, 3)γ331n

∣∣∣2
2 (p (2, 2) + p (3, 3) + p (2, 3) + p (3, 2))

+Ebit
XX ,

(S6)
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where
∣∣φ−α

〉
AB = 1√

2

(
|2〉 |2〉 − e−i(αA+αB) |3〉 |3〉

)
and

∣∣ϕ−α
〉

AB = 1√
2

(
|2〉 |3〉 − e−i(αA−αB) |3〉 |2〉

)
.

According to Eq. (S2, S3) , we can obtain: ka2k
′

b2

√
p (2, 2)|Γ221〉E+ka2k

′

b3eiβ′b
√

p (2, 3)|Γ231〉E
+ka3k

′

b2eiβa
√

p (3, 2)|Γ321〉E+ka3k
′

b3ei
(

βa+β
′
b

)√
p (3, 3)|Γ231〉E

 =
√

p (a, b)|Γab1〉E. (S7)

Considering that |Γ〉E can be expanded by a set of normalized orthogonal basis |n〉E, we can get
the following constraints:

∑n

∣∣∣∣k12k
′
02
√

p (2, 2)γ221n+k13k
′
03ei

(
β1+β

′
0

)√
p (3, 3)γ331n

∣∣∣∣2
≤
(√

p (1, 0)+
√

p (2, 3)k12k
′
03+

√
p (3, 2)k13k

′
02

)2
,

(S8)

when a = 1 and b = 0. Relying on triangle inequality and Cauchy-Schwarz inequality, we have

∑n

∣∣∣∣k12k
′
02
√

p (2, 2)γ221n+k13k
′
03ei

(
β1+β

′
0

)√
p (3, 3)γ331n

∣∣∣∣2
≥ ∑n

(
k12k

′
02

∣∣∣∣√p (2, 2)γ221n+
√

p (3, 3)e
i
(

β1+β
′
0

)
γ331n

∣∣∣∣− ∣∣∣k12k
′
02 − k13k

′
03

∣∣∣√p (3, 3) |γ331n|
)2

=k2
12k

′2
02 ∑n

∣∣∣∣√p (2, 2)γ221n+
√

p (3, 3)e
i
(

β1+β
′
0

)
γ331n

∣∣∣∣2+(k12k
′
02 − k13k

′
03

)2
p (3, 3)

−2k12k
′
02

∣∣∣k12k
′
02 − k13k

′
03

∣∣∣√p (3, 3)∑n

∣∣∣∣√p (2, 2)γ221n+
√

p (3, 3)e
i
(

β1+β
′
0

)
γ331n

∣∣∣∣ |γ331n|

≥ k2
12k

′2
02 ∑n

∣∣∣∣√p (2, 2)γ221n+
√

p (3, 3)e
i
(

β1+β
′
0

)
γ331n

∣∣∣∣2+(k12k
′
02 − k13k

′
03

)2
p (3, 3)

−2k12k
′
02

∣∣∣k12k
′
02 − k13k

′
03

∣∣∣√p (3, 3)

√
∑n

∣∣∣√p (2, 2)γ221n+
√

p (3, 3)ei(β1+β
′
0)γ331n

∣∣∣2∑n |γ331n|2

=

(
k12k

′
02

√
∑n

∣∣∣√p (2, 2)γ221n+
√

p (3, 3)ei(β1+β
′
0)γ331n

∣∣∣2 − ∣∣∣k12k
′
02 − k13k

′
03

∣∣∣√p (3, 3)

)2

(S9)
Combining with Eq. (S8) and Eq. (S9) we can obtain

Σn

∣∣∣∣√p (2, 2)γ221n − e−i
(

β1+β
′
0

)√
p (3, 3)γ331n

∣∣∣∣2
2 (p (2, 2) + p (3, 3) + p (2, 3) + p (3, 2))

≤


(√

p(1,0)+
√

p(2,3)k12k′03+
√

p(3,2)k13k′02+
∣∣∣k12k′02−k13k′03

∣∣∣√p(3,3)
)2

2(p(2,2)+p(3,3)+p(2,3)+p(3,2))k2
12k′202

, if k2
12k

′2
02 6= 0

1− Ebit
XX . if k2

12k
′2
02 = 0

(S10)

Similarly, we can obtain

Σn

∣∣∣∣√p (2, 2)γ221n − e−i
(

β1+β
′
0

)√
p (3, 3)γ331n

∣∣∣∣2
2 (p (2, 2) + p (3, 3) + p (2, 3) + p (3, 2))

≤


(√

p(1,0)+
√

p(2,3)k12k′03+
√

p(3,2)k13k′02+
∣∣∣k12k′02−k13k′03

∣∣∣√p(2,2)
)2

2(p(2,2)+p(3,3)+p(2,3)+p(3,2))k2
13k′203

, if k2
13k

′2
03 6= 0

1− Ebit
XX , if k2

13k
′2
03 = 0

(S11)

when a = 0 and b = 1.
According to Eq. (S10, S11), there is

Σn

∣∣∣∣√p (2, 2)γ221n − e−i
(

β1+β
′
0

)√
p (3, 3)γ331n

∣∣∣∣2
2 (p (2, 2) + p (3, 3) + p (2, 3) + p (3, 2))

≤ max
k,k′

f
(

k, k
′
)

, (S12)
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where

f (k, k
′
) =


min {A, B} , if k2

12k
′2
02 6= 0 and k2

13k
′2
03 6= 0

A, if k2
12k

′2
02 6= 0 and k2

13k
′2
03 = 0

B, if k2
12k

′2
02 = 0 and k2

13k
′2
03 6= 0

1− EBit
XX , if k2

12k
′2
02 = 0 and k2

13k
′2
03 = 0

(S13)

A =

(√
p (1, 0)+

√
p (2, 3)k12k

′
03+

√
p (3, 2)k13k

′
02 +

∣∣∣k12k
′
02 − k13k

′
03

∣∣∣√p (3, 3)
)2

2 (p (2, 2) + p (3, 3) + p (2, 3) + p (3, 2)) k2
12k′202

, (S14)

and

B =

(√
p (1, 0)+

√
p (2, 3)k12k

′
03+

√
p (3, 2)k13k

′
02 +

∣∣∣k12k
′
02 − k13k

′
03

∣∣∣√p (2, 2)
)2

2 (p (2, 2) + p (3, 3) + p (2, 3) + p (3, 2)) k2
13k′203

. (S15)

Next, we calculate the constraint condition of the variable k and k
′
. It can be deduced from Eq.

(S3) that ∣∣〈1|MUEve|ϕa〉A′ |ϕb〉B′ |e〉Ea|0〉M
∣∣2 = p (a, b) . (S16)

Thus, we can obtain

k2
12 p (2, 2) +k2

13 p (3, 2) +2k12k13
√

p (2, 2)
√

p (3, 2)Re
(

eiβ1 E 〈Γ221| Γ321〉E
)
=p (1, 2) ,

k2
12 p (2, 3) +k2

13 p (3, 3) +2k12k13
√

p (2, 3)
√

p (3, 3)Re
(

eiβ1 E 〈Γ231| Γ331〉E
)
=p (1, 3) ,

k
′2
02 p (2, 2) +k

′2
03 p (2, 3) + 2k

′
02k

′
03
√

p (2, 2)
√

p (2, 3)Re
(

eiβ′0 E 〈Γ221| Γ231〉E
)
=p (2, 0) ,

k
′2
02 p (3, 2) +k

′2
03 p (3, 3) + 2k

′
02k

′
03
√

p (3, 2)
√

p (3, 3)Re
(

eiβ′0 E 〈Γ321| Γ331〉E
)
=p (3, 0) .

(S17)

where Re (x) returns the real part of a complex number x. By numerical computation, we can
obtain the boundary conditions of k and k′ as:∣∣∣p (1, 2)− k2

12 p (2, 2)− k2
13 p (3, 2)

∣∣∣ ≤ 2k12k13

√
p (2, 2)

√
p (3, 2),∣∣∣p (1, 3)− k2

12 p (2, 3) + k2
13 p (3, 3)

∣∣∣ ≤ 2k12k13

√
p (2, 3)

√
p (3, 3),∣∣∣p (2, 0)− k

′2
02 p (2, 2)− k

′2
03 p (2, 3)

∣∣∣ ≤ 2k
′
02k

′
03

√
p (2, 2)

√
p (2, 3),∣∣∣p (3, 0)− k

′2
02 p (3, 2)− k

′2
03 p (3, 3)

∣∣∣ ≤ 2k
′
02k

′
03

√
p (3, 2)

√
p (3, 3).

(S18)

Finally, the phase error rate of the XY basis, the YX basis and the YY basis can be obtained in
the same way.
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